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Cocoa Beach
Double Tree

The JSC/WSTF contingent heads over the rainbow with
tales of amagical Hazard Management System.
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NASA Johnson Space Center

1 HGL softwdre
developer

Meanwhile, crafty contractors scheme to exploit
the wonders of information technology
for the sake of improved ground safety.
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Outline

e The Team

o Background
o Worksite Analysis & the Hazard Management Paradigm

o System Objective

o Proposed System Capabilities

o Applicable NASA Requirements

o System Demonstration

o Hazard Management Leading Metrics

o Products -- What we got & What we want
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The Team

Angela Luna — WSTF S&MA, Project Manager
Don Hall — WSTF S&MA, Hazard Analysis and Safety Regmts
Case Van Dyke — HTSI Safety, Project Leader
Denzil Burnam — HTSI Safety, User/Data Consultant
Ted Lillys -- HGL, Project Manager

Gerald Burnette -- HGL, The Man Behind the Curtain
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Background

Pervasive and comprehensive requirements driving hazard
management from multiple perspectives

« Hazardous conditions noted in inspections
o Job Hazard Analysis focus on individual behaviors
o Process Hazard Analysis focus on systems

o Worksite Analysis focus on environmental conditions and potential
exposures

Multiple requirements resulting in overlap in analysis
techniques and results, driving inefficiencies and confusion

Greater emphasis on employee involvement driving need for
quick, concise access to, and communication of, relevant hazards
and associated controls

Hunger for real time hazard assessment
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Worksite Analysis --
Screening Out Hazards

ProcessHazard Analysis
& System Safety Approach

Close Call Investigation [

N

Survey/I nspection

[\

Design/
System

Hazards Job Hazard Analysis

Environment/

Condition
Hazards
Technical Scope Broad Scope Focused Scope wide Scope
Medium Mesh Course Mesh Fine Mesh Course Mesh
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The Hazard Management Paradigm

o Different tools

o Different products

o Different audiences

o Different uses

e One common element...

IDENTICAL HAZARD INFORMATION!!!
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System Objective

Need an information system that sorts
Individually identified hazards
Independent of the activity, technique, or
tool used, and manages the hazard, It’s

analysis, control, and communication.
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System Capabilities

o Internet accessible

o Security controls on access and modification
o Keyboard entry of “new” hazards

o View existing hazard documentation

o Indexing of hazards to identify:

o« Location

Categorization of hazard to identify exposure type, i.e. explosive, toxic,
Impact, etc.
<« Component
o Affected Employee (Position)
Hazard Severity, Probability, and Risk Assessment Code
<+ Control codes, direction, and references
o Control owner (Name)

o Multiple standard sorts and reporting features
These are “what we want” items
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NASA Johnson Space Center

System Capabilities

Facilitate “build” of hazards analyses based on pick lists of standard
hazard categories and allowing for tailored entries

o Process Hazard Analysis

o Job Hazard Analysis

« FMEA

o Inspection/Survey Report

< System Safety Analysis
Recommend controls citing hazard reduction precedence
Assign actionees for control and schedule suspense targets

Track hazard analysis control status based on application sort -- facility,
system, component, location, affected employee, etc.

E-mail notification features for control input, action response, and
scheduled maintenance (PSM)

Electronic approval authorities for reports
Adaptable to any other NASA facility

These are “what we want” items
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Hazard Management Metrics

Improvement Factor —

Prototyped at WSTF, this metric provides for running ratio of
positive to negative findings. Provides “leading metric” for
safety culture maturity based on inspection results.

Hazard Control Maturity Index —

Allows for aggregate measurement of task, system, area, or
process hazard control effectiveness based on hazard reduction
precedence level of applied controls. The metric control
Improvement, thereby bolstering mishap prevention efforts.

Graphic Information System Hazard Visualization

Allows for visual representation of overall hazards present in a
given geographical area based on the number and RAC level of
managed hazards in the associated area.
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SIMS ImprovementFactorvs.Injuries
Three Month Rolling Average

3.00 -

Month
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GIS Hazard Visualization
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Hazard Analysis(HA)
WSl 04-SW-0002, Hazard Recognition & Control

Hazard Reduction Precedence Sequence

o Design to Eliminatethe Hazard
EXAMPLE -- Use Referee Fluid

o Provide Engineering Controlsor Safety Devices
EXAMPLE -- Interlocks, Machine guards

o Provide Cautionsand Warnings
EXAMPLE -- Warning Lights, PA, alarms, signs

o Develop Procedural Controls
EXAMPLE -- Céell entry, test panel safing

o Provide Personal Protective Equipment (PPE)
EXAMPLE -- Gloves, ILC, eye protection
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Hazard Control Maturity Index

n

Z (RAC). (HRP). RAC i = Individua Risk Assessment Code of hazard

- HRP 1 = Individua Hazard Reduction Precedence of control
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! - = HCMI Hcwmi = Aggregate Hazard Control Maturity Index

RAC levels run 1 (Bad) to 7 (Good)
HRP levels run 1 (Procedural/PPE) to 5 (Eliminated)

Example Typical System:
3 RAC 1 hazards reduced w/Engineering Controls

n

Y (RAC), (HRP), 14)+A4)+24) _ ,
3

' = HCMI
n

Improve Hazard controls to eliminate 2 RAC 1 hazards --> Improved HCMI

> (RAC), (HRP), 1(5)+15)+1(4) _,
. 22y

= HCMI

n
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Applicable NASA Requirements

NPR 8715.3, “NASA Safety Manual” Rev |. 6/19/02
JPR 1700.1, “JSC Safety and Health Handbook”
Part 2, Worksite Analysis

JSC 17773, “Instructions For Preparation of Hazard Analysis For JSC
Ground Operations”

WSI 04SW-0002, “Hazard Recognition & Control”

WSI 255W-0005, “Process Safety Management of Highly Hazardous
Chemicals”

WSI 255W-0015, “Workplace Hazard Inspection™
WSI 255W-0032, “Job Hazard Analysis Instructions”

29 CFR 1910.119, “Process Safety Management of Highly Hazardous
Chemicals”

17
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Overview

o Goals
o Concepts
o Benefits

o Business Model — The Theory
o Hazard Management System — The Application
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HAZARDS ARE ASSOCIATED Reports and Analyses

= Chiorioc
WITH ADEMAC

L F o e
EFTL TN NIl N
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User Interface Requirements

o Manage the creation of hazard documentation
o Disseminate hazard information effectively

o Analyze hazards and risks
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Meeting the Requirements

o Documenting Hazards
o HSE performing an inspection
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White Sands Test Facility

Hazard Management System

Home || In-Progress &nakyses || Inspections || Queres|| Anakyses
Sgirnin || My Account || Logout

Inspection Results §2

inspection: Test Stand 405 Cantral Building HESI
Leeatan: Test Stand 405 Control Bulding [ T5205-C10)
Date: [401272003
Typae: Health, Sarety, & Ervvironmental

Mew B il
T ““"f::“"" Descrgtion Hazard? | m Assignes | TeTomLION Actiuns
3 | Obseration .Eiﬁfgﬁf”em'“"? i ¥ Lillys, Ted | 04f1 22003 & b
For guestions about this page, pleass cantact the Syslem sdministrator
P 42700001 | Page Body | inspectianssdsp_inspedction_items.cfm | EGLP&ae0ocs | Add Template
By e
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White Sands Test Facility

Hazard Management System

Individual Inspection Result ltem §
II'IIPI-IH.III'I! Test Stand 405 Cantrol EIJIII:II"lg HESI
Lecation: Test Stand 405 Control Building [ TS405-Cirl)
Dabe: D451 25722003
Type: Health, Satety, & Ermvironmental

Finding Category | nsafe Condition =
Description Frayed wicing on control pansl wiring harnsaa ac JELD4 ;l
lla.
Actiones |Luna, Anpela Zl5eiect a user, or enter a name Delow
jLuna, Angeia
Resolution Feplaced wicing hacneas ;I
| |

Reésolution Date Iq_r1;1.l|:|3

For questions ahout this page, please contact the System Administrator
IF:127.000.1 | Page Body | inspectionadrm_msen_insp_fam.cim | Edi PageDocs | Add Templais
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NASA Johnson Space Center

White Sands Test Facility

Hazard Management System

Home || In-Progress snakvses | nspections || Quenes] Anabyses
Adrnin || My Account | Logaut

Inspection Results

Inspection: Test Stand 4035 Control Sulding HESI
Lacatian: Test Stand 405 Conbnol Bulcing | TS408-Co)

Deaxta: 0a/1 272003
Type: Heath, Satety, & Ervironmertal
MEw 7 I I2rm
Weim  Obssnvalion Positam : Bl

P Ty Deescrighion Haeand@? FindinagT Aswignes Date Aclions:
3 | Cheevation | Coffes pofremaing on ovemight ¥ Lilks, Ted | 0471 22003 o i

Lingafa [Frayed winng on comml pansl Lumia, [ = ' e

Condiion veiring hamsss af J81 04 b Aregela I =~ u

For questians about this page, please contact the Systam Admintsiraton
1P 1220001 | Page Body | evpeclions/dsp_inspection_teme.cim | Edil Pagelocs | sd0 Tamplale

yslem AAmineireiors Logn HErS
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Meeting the Requirements

e Searching for Hazards
o Boiler Operator dispatched to unfamiliar location
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White Sands Test Facility
Hazard Management System

Home || Gluenes|| Anaksses

WSTF HMS - Hazard Queries §

Hetrieva hﬁ'ﬂi a550ciated with wour locaton andar

task

Simple Hazard Guery
Retrieve hazards @ssociated with one location, system,
pracess, jab, or task

mplex Hazar BNy
Retrieve hazards a530ciated sith 3 combinaton of
lacation, ﬁ]-'ﬁtdl"l'l. PO eSS, 0, or task

Hazards fl:ﬂl:ﬂ & 5 E.g!'m; S!'!Il[EE':
Retrieve hazards associated with one document ar
actiiby

Hezards Assiqned 1o a Parsan

Retrieve hazards whose resolution 5 3ssigned o @
selected person

Exit

For questions about this page, please contack the Sywstem Adminisirator
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NASA Johnson Space Center

White Sands Test Facility

Hazard Management System
Home || Gluenes|| Anaksses
Logaut

Hazards of Concern to Me §}

|'want to know the hazards retated to [what | do and where | work =)

| want to find hazards related to this jobr | Boder Operator =

=how hazards far this task IF“Di"I] water samplingiesiing

| 'wand to find hazards retated to this iocaton |EEEEEe

¥ AlsD show hazards that apply to the broader location (For sstance, §you select 'Test Stand 400 and check this
b, you @50 get hazards for Area 400.)

NSRRI s s |

Fior questions about this page, please contact the Swestem Adminisiraton
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ahm P, - Bt i Higny Meh
Hazards Associated with Your Selections 'J:

CHaer P s iy |ESIE'IE1:'.I 'I

Hara C e Reude Canirzin

Chbrvies, o prorieciiom, apiars® aprons §hasl bo wom shile
WA Dioe BT wiari, KEer T K3 RDNE O e ol Gdral
EENWE E Slabon, aler i e e g2 n T frad pe sl
WiETaling prodsfimes s deecribed in VR FISOP-ALT-0II3
By m o riFie B & plier Eshniden, revies Bhe BEDE of he
ey e, waeh 3Ty e an Eemanne | i e
PATFE I EORE W e Chemioa iy

Parpmnral

‘Faler Teubing Mewgenia Wil | Taibis] Rasgants -

Dby, By [ETiRCings, BQEAREN A RITNE. 5 hal e wom shie
e [ Diod WD six0r, ETeTw Do W30 I OATE O Tl ol Se
EEVWHE siabon, e B i om fan T ps por walty

— L L T T e R PROP-ALT-A00

‘Walet Tiedren] Cleanca® | Wilsi Trs Sinend Chermroel i by o on e S 5 ol Tt nic @n, review e BSOS ol b

bl chemicmln s wesi aey mree s an ez s |l haae
R BT FEnac Wit he chemicai neviey mieng
BRI B0 O € e 0o W01 PROCESALT [ 46 and W8
FAOPALT-[ 48

Cikoreey | Ep praiechion, spians apons §hall be wom shie
WD PO E i, O T Ot B O T Sasu sl
EENNRE Glabon i, sl B W g an T o pee whalkr

P il L vl £ b elias FrgEllan | tardsigkin Paiuirifel | sm@ing procsfindd Gi dieedn B i VO FROP-ALT-0753

prrefecte preki e LTy By e fifim E B pier schririen e e Brefing frem
Emdmnmenial [epedment o chemica bz pregemin e
pOnE arad §37 eTTRE IIERA Ty V0D 0a] BT Wi g RS an W
Firsandu hal hane oo o Cendeci wish T chmmliake

Dbl el PTBC LA, BBl A 0IDNE SR D Ao shilg
b pon B Wi, e os i D o0 ata p o I i 0 e sl
EEVWEE clalirih, aloe 8 i fin ) an W fol pee wialir
Rk priodafine il dimtnbad iS5 VOr PO P-ALT-0753
Farpmnrsl | &y mrarfiad Boiler chnicien ree e brefing from

1y Wy T
e bz i il iy Ervimanmants] Depariment o3 chemica s presemin e
EOTVE A rad ka1 ETTVE TR Oy 0100 Bx] 0TS, Wkl Ty MBS an
EOrsannill iE P BIIVE V0 EENERC] Wi Tl ChEmicaiy
Ll Erwir O i Grvia Cha fdomysd ] B iEdS i d e @ ik 1o
T pdid
OBl R o e T T e e T
dccddilil Gowning, Iimea s rals iwaich & op e s
Perpmrel | cables ehal B uneed Facces o of s e e ige of
T Dy LT e pand in g o, iraining shall he piedoed o gereannel
ok [ Ao e panad by e e de ontmesT o Do sy
BT R EC BT & Orow T o vk
itema Feisied bo Location Anes 400
P i
Tria¥al l? ey cracked iy fam | Hepar sid e
tullirg

Srfiim in Presdnies Fans | Rehan i Carne Cinnnnes s
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Meeting the Requirements

o Evaluating the Impact of updated Controls
o Recalculate the HCMI at Area 400
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NASA Johnson Space Center

White Sands Test Facility
Hazard Management System

Home || In-Progress Anakgses || Inspectons || Cusnes|| Analyses
Admin || My Sccount || Looput

Hazard Control Maturity Index Calculation ji

HCMI for: Area 400 [and sublecatiens)
Mumoer of hazards retrieved that match search crtens 27
Number of hazards included in the calculation: 27

HCh 102

LD Previous .:;s
For guestions about this page, pease conbact the Systern Administrafos
1P 4270001 | Page Bady - anabysisidsp_homi_resulis.clim | Edit PageDocs | fdd Templade

I System Adminisirator's Login Here |
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Other Capabilities

e RAC Versioning
o Ties Local RAC to IRMA RAC

o« Email Notification
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NASA Johnson Space Center
RAC Matrix Administration §J

Hew BAC Matrs
Creake 3 new RAC malris
Pt bty Eetirele-
Iodity RAC probability estimates
by S
Madify FAC severty classes
Wiew or mockiy RAC matrt score wales

RS, Blalrs Souraicnls
Wiew Of mockty how tis FaC matri ranslates 1o me IRk maiis

RAC Matrix
Likglinesd
May
Likely to ocour | Probabdy will Unlikey to improbabde toe

—— immadiately  occur in time 'ﬁ:“r:rm GuEELar acaur
Catastrophic - Dayth, sevaeral seriaus [
injuries orilinesses, or damage over 1 1 2 3 4
1,000,000
[Eritical - Berious injury or liness,
several lost werkdays, or damage i 2 a q B
betwesan 250,000 - $1.000,000
Marginal - Lest warkday, several
miner INjuries, or damags bebyesn 2 3 4 ] ]
325,000 - 5250,000
Naghigikle - Minor injury oF damage 5 4 & g T
lass than $25 000 = 4

IRMA RAC Matrix

i 5 W vedum  High  High  High
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pace Center

RAC Matrix IRMA Equivalents {3

Probability
Likety to occur  |Probabiywil — |May ocour in mprodable to
Sevarity mmediatety ocoLr in time  |tme LR D OCCUT
likelihood: likelihand: likedibang: lkEihaoo Ikelhood
Catastraphic - Dealh
several serious irgunes ar [5 E E [2 [
iressas, or damage over | consequences: | consegquences: | consaguences: | consequencas: | consequences:
1,000,000 5 5 [5 [5 [5
Crithcal = Senous injury ar likelinood: likElimood: likedirao: likesinooo ikelinooo
imeslf,_ 5e,en: st B 3 5 M
m't'“:?_ﬁ,;;'éu EE’?“ consequences: | conseguences: | consequences: | comsequences: | consequences:
1,000,000
likelnnond liketitan liketibane likeaha o ikeihoon
hearpginal - Lost warkoay,
several minor injuries, ar |5 fa E 2 [1
damage Detween $25,000 - | consequences; | conseguences: | corsaguences: | corsequences; | consequences
260,000 |3 3 ] 3 E]
likelihond: likelihood: [ allga]uly NKEAhooo IkEihoon
Negligitie - Mnor injury ar [5 [ [= [z [
damage less than §25 000 | consequences: | consequences: | corsequences: | consequences: | consequences
|ﬂ |E' |E' |'| |1

03/2/05

Lissitiood BRI Medium Medium Mediom [HigR0

Summil I

IRMA RAC Matrix

B Meoum Hgh  Hgh  Hgh
B reaium e [High ] igh

N R G i Mediun
Low Low  Low  Low  vene

' cnmmms
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HAZARDS ARE ASSOCIATED Reports and Analyses

= Chiorioc
WITH ADEMAC
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Demonstration Summary/Q&A

e Key Concepts
« Benefits — Are they transferable?

e Are your hazard documentation processes
consistent with the model?

e Do you have data to populate the model?
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What we got...Products

Construction and activation of the web-based system.
Diminished dependence on paper documents.

Enhanced availability of hazard information for
training, awareness, and controls maintenance.

Consistent identification of hazards, and incorporation
of causes and effects, as well as consistent action
assignments.
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What we want

Beta Release Necessities
Usability Testing of Alpha

508 Compliance Review

Development Meetings w/ Centers
Beta Development, Testing, & Rollout

On-Line Help and User’s Guide
Develop User Training Materials

Develop Connections with Other Databases (e.g., IRMA and IRIS)

Advanced Reporting

Advanced Analysis Features
Metrics Development & Implementation
Visualization (e.g., Charts, GIS)

Center Training, Data Collection, & Implementation
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